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Introduction to the Technical Specifications Manual

This manual provides information abdoardware, software, andetwork configurationsfor
running various testing applications provided by American Institutes for Research (AIR).

TheSystem Requirements for Online Testisig the minmum hardware and software
requirements for online testingensure your hardware complies with those requirements
before undertaking the taskdescribedn this manual.

Manual Content

This guide contains the following sections:

1 Section |Network Configuration and Testingrovides information aboutonfiguring
networks and lists helpful networking diagnostic tools

1 Section IIHardwareConfiguration provides guidanceegardingthe proper infrastructure
for printers and wireless access poi(\WAP)

1 Section llISoftwareConfiguration outlines configurations for operating systenaegktop,
laptop, and mobilg

1 Section IYTextto-Speech Requirementeutlines conigurations for enablingext-to-
speech settings on desktop operating systeifiifss section also lists the voice packs
recognized by the secure browser on those operating systems

f  Appendix AURLs Provided by AIRA & (i &RLEhatw@d be whitelisted in your
firewalls

1 Appendix BTechnology Coordinator Checkliksts the actities required to prepare a
schoolfor online testing.

1 Appendix CScheduling Online Testingrovides a worksheet for estimating tihequired
time to administer an onlia test.

1 Appendix DUser Supportexplains how to contact the help desk.




Technical Specifications Manual Introduction to the Technical Specifications Manual

Document Conventions

Tablel describes the conventioreppearing in this user guide.

Tablel. Document Conventions

Element Description

R Note: This symbol accompanies helpful information or reminders.

Warning: This symbol accompanies information regarding actions that may cause fatal
errors.

m} Tip: This symbol accompanies advice about performing a task efficiently.

text Boldface indicates an item you click or a drop-down list selection.

filename Monospaced text indicates a directory, filename, or text you enter in a field or at the
command line.

Intended Audience

This publication is intended for technology coordinatrsponsible foconfiguring the
KFNRgIFNBZ a2F0sl NBZ YR ySig2N]Yohsfioullbed OK22f Qa
familiar with thefollowing concepts

1 Networkingr Bandwidth, firewallswhitelisting,and proxy servers

1 Configuring operating system<Control Panel iWindows,System Preferences (BSX,
Settings in i0O&nd theLinux command line.

1 Configuringveb browsers Settings inChrome Firefox,Internet Explorer, and Safari

Other Resources

1 For information about supported operating systerasg theSystem Requirements for
Online Testing

1 For information about installing secure browsessethe Secure Browser Installation
Manual

1 For information about seaing a computer before a test session, see @ede to
Navigating the Online HSAP Administration

1 For information about supported hardware and software for Braille testing as well as
information about configuring JAWs@ethe Braille Requirements and Tieg Manual
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Theabove resources as well as test admirasbn manuals and user guidés other systems
are available on thélawalWStatewide Assessment Prograiortal @lohahsap.orj
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Section I.Network Configuration and Testing

YournetworR@2 Yy FA AdzNF GA2Y KlFa | aAaAIYyATHADI)Y G AYLI OO
performance An improperly configured network can sl@ DS @sponsiveness, and possibly

AYLI OG aidROYIGE QF & DE NB™E ffllioving sektigns fraiNdglidance

on properlyconfiguiing your network,andlist popular tooldor diagnosinghetwork

bottlenecks

Network Configuration

This sectia provides guidance or requirements pertaining to networksngfigurations for
online testing

General Requirements

A stable, higkspeed (wired or wireless) Internet connection is required for online testing. The
response time for each assessmentdepefdg (G KS NXf Al o0AfAGE FyR aL)SS
Internet network.

If your Internet connection is not working or stops working, students will need to complete
their tests at a later time or on another day. Any answers they have already submitted will be
saveal, and students will resume their tests where they left off. (Students will return to the first
unanswered item in the test.)

For the online testing applications to work properly, you may need to verify your network
settings. If you are not sure whetheryonetwork is properly configured or you have
guestions, contact your school's network administrator or technology specialist or your
Complex Area IT Manager (see table bel@®@gmplex Area Information Technology Managers
are available to provide supporb the school technology coordinators or designated
technology point(s) of contac¥.ou may also contact tHe | g ilStatévide Assessment
Program(HSAPHelp Desk.

Complex Area IT Manager Complex Area

Blain Shinno FarringtonKaiserKalani
Stuart Yasui KaimukiMcKinleyRoosevelt
Dean Yoshida (Section Head/Supervisor) | AieaMoanaluaRadford
Kory Takemoto LeilehuaMililani-Waialua
Jon Kinoshita Pearl CityWaipahu
Jordan Higa CampbeHlKapolei

Rama Cordero NanakuhWaianae

Daijo Kaneshiro KailuaKalaheo

Nicholas Alexander CastleKahuku

Grant Yamamoto Hilo-Waiakea

Paul Sakamoto KauKeaauPahoa
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Jennifer Morgan Honoka'aKealakeheKohalaKonawaena
Peter Ah Kee BaldwinKekaulikeMaui

Ross Uedoi HanalLahainaLana'tMolokai

Byron Kapakh KapaaKauaiWaimea

Guidance for Determining Required Bandwidth

Bandwidth is the measure 6f Y S (i gapaniflyofuiilization usually measured in terms of
bits per secondYournetwork should havenoughbandwidth to supportonline testingat the
required performance leveFor example, if a testing program requires that web browsers
display test items within 10 secondfter sendinga request, then the network must have
enough bandwidth to support that requement.

In an online testing environmentte followingfactors contribute tadetermining therequired
bandwidth:

1 Number of Students Simultaneously Testng\s the number of students testing at one
time increasesthe required bandwidthalso increases.

1 Sze of the Test Content The size ohitestQ & O sydéteBnyin@d by two factors: (ihe
number of items on the test and (#)e average size of each item. The more items a test
contains and the larger the average test item, the higher the bandwidthirequent for a
given test. For examplepme writing tests have a single question to which the student
composes a response, and these tests are small. In contrast, some science tests have
animations, or some accommodations allow for signguage videos; #se tests are large

1 Hubs or Switches LAN performance can be hinderathenhubs are used instead of
switches. A hub broadcassignals from various network devices to propagate across the
network, potentially saturating the network and causing traffic cetipon or data
collisionsIf you use hubs, ensure they have enough bandwidth to handi@tbpagation.

f ISPRouter C2NJ LYGSNYySiG ySiGieg2Nj1azx GKS vYzad O02YyvYzy
connection, which typically operates at speeds of between 1.5M leitspcond and 100M
bits per second. Network administrators should spend time prior to test administration
determiningif their Internet infrastructure has the capacity to accommodatdine testing
at the required performance level

1 Encryptiort Encryptionat WAPsmay contribute to bandwidth usage. If you use encryption
ensurethe WAPdave enough bandwidtto prevent degradation of performance

f RequiredResponseTimet 2 KSy | ySGg2N] Qa o y aminRolidata Ol yy 2 (
requested by clients, latengtarts to accumulate and the students experience delays.
gy adsaNBE &2dzNJ ySig2N)] Qa ol YRARGIK Aa KAIK Syz2d
between the browsers and the servers.
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Table2 displays the estimated avage bandwidth used by the secure browser for testing.
When designing your network for online testing, ensure that the availadtelwidthcan

support these values.

Table 2. Average Bandwidth Used by Secure Browser for Testing

Number of Students Testing
Concurrently in School or
Building

Average Estimated Bandwidth
Consumed During
Subsequent Startup of Secure
Browser?

Average Estimated Bandwidth
Consumed During Testing®

1 8K bits/second 5i 15K bits/second
50 400K bits/second 25071 750K bits/second
(0.251 0.75M bits/second)
100 800K bits/second 50071 1500K bits/second

(0.51 1.5M bits/second)

a Bandwidth consumed when opening the secure browser and accessing an assessment for the first time
is significantly more than when opening the secure browser and accessing an assessment
subsequently. This is because the initial launch of the secure browser downloads non-secure
cacheable content (not test content) that can be immediately accessed upon opening the secure
browser later.

b The values in this column are based on averages from tests in a variety of subjects.

Required Ports andProtocols

Table3 lists the ports and protocols used by thest Delivery Syste(TDS)Ensure thatall
content filters, firewalls, and proxy servease openaccordingly

Table 3. Ports and Protocols for Test Delivery System

Port/Protocol Purpose
80/TCP HTTP (initial connection only)
443/TCP HTTPS (secure connection)

Configuration for Domain Name Resolution

AppendixA, URLs Provided by /IR f Adada GKS R2YIFAY Vykest®g F2NI ! L\
applications Ensurethe testing machinebave access to a senvihat can resolve those names.

Configuring Session Timeouts

Session timeouts on proxy servers and other devices should be set to values greater than the
averageime it takes a student tgarticipate in a test session to complete a given testor
exanple, if your school determines that students will test irrfBhute sessions, then consider
setting the session timeout to 65 or 70 minutes
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Data Caching

5F a1 OFOKAY3 Aa | (SOKYyAljdzS 68 6KAOK |y AyidSN
requests instead of a downstream server. Widkgta caching ia good strategy in some

situations, its overhead detrimental in the online testing environment. Ensure all

intermediate network elements, such as proxy servers, do not cache data.

Configuring Quality of Serviceand Traffic Shaping

If your testingnetwork includesdevicesthat perform traffic shaping, packet prioritization, or
Quality of ServicéQoS)ensurethe URLsSn Appendix AURLS Provided by Alravehigh
priority.

Configuring for Certificate Revocations

I LwQa aSNISNB LINE A S ylie folo@iNdisacFors@isoiisS tvetiogsus@édk S  Of A
to check those certificates for revocation.

Certifi cate Revocation List

To use a certificate revocation list, ensure your firewalls allow thehttRi/crl.verisign.com/.

Online Certificate Status Protocol

To use the Online Certificate Status Protocol (OCSP)reeysur firewalls allow the domain
names listed iMTable4. The values in the Patteed column are preferrethecausehey are
more robust.

Table 4. Domain Names for OCSP

Patterned Fully Qualified

* thawte.com oscp.ws.symantec.com
* geotrust.com oscp.geotrust.com

* Ws.symantec.com oscp.thawte.com

If your firewall is configured toheck onlyP addressesio the following

1. Get the current list of OCSP IP addresses from Symantec. The list is eilabl
https://forms.symantec.com/websurveys/serviet/ActionMultiplexer?Action ID=ACT2000&
WSD surveyinfolD=2177

2. Add theretrievedIP addresses to youfirewallQ & ¢ K Boin& feplakeiny existingP
addresses.


http://crl.verisign.com/
https://forms.symantec.com/websurveys/servlet/ActionMultiplexer?Action_ID=ACT2000&WSD_surveyInfoID=2177
https://forms.symantec.com/websurveys/servlet/ActionMultiplexer?Action_ID=ACT2000&WSD_surveyInfoID=2177
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Network Diagnostic Tools

You should do performance analysis gfour networkinginfrastructure to identify any

bottlenecks that may impact test performancee choice ofdiagnosic tool depends on the
operating systemunningthe toolz G KS y S { ¢ 2 NJechhidalhdwletige dnbldhdl 2 NI a
desired level of network analysi&number of network diagnostic tookre availableas

described in the following sections

A | RNeswvork/Bandwidth Diagnostic Tool
AIR provides a diagnostic tool that can be directly accessed frostudentPractice and

Training Testkgin page

1. On thePractice and Traing Testdoginpage, cliclkun DiagnosticsThe Diagnostic Screen
pageopens

2. In the Network Diagnosticsection, select a test.
3. Select the approximate number of students who may take that a¢sine time
4. ClickRun Network Diagnostics Tests

Thetool displaysyour current upload and download speed as well as a general idea of whether
you can reliably test the number of studentsu entered in steB. You may want to run this

test several times throughout théay to verify that your upload and download speeds remain
relatively consistent.

Windows-Specific Tools
PRTG Traffic Grapher

PRTGwww.paessler.com/prtyymonitors bandwidth usage and other network parametes vi
{AYLX S bSGg2N] al yl3ISYSyd tNR(G202t o{batod L
freeware version is available.

NTttcp

NTttcp (www.microsoft.com/whdc/device/network/TCP_tbonspy is a multithreaded,
asynchronous application that sends and receives data between two or more endpoints and
reports the network performance for the duration of the transfer.

Pathping

Pathping is a network utility included in Windows. It combiresfunctionality ofthe ping and
tracert commandsby providing details of the path between two hosts gridgnf A { S adl G A &
for each node in the path based on samples taken over a time period.


http://www.paessler.com/prtg
http://www.microsoft.com/whdc/device/network/TCP_tool.mspx
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OS X-Specific Tools

Network Utility.app
This tool is built into OS X.

Multi -Platform Tools
Wireshark

Wireshark(www.wireshark.orgis a network protocol analyzer. It has a large feature set and
runs on most platforms including Windows, O@nd Linux.

TCPDump

TCBump (http://sourceforge.net/projects/tcpdump is a common packesniffer that runs
from the command linen Linuxand OS X. Itanintercept and display data packets being
transmitted or received over a network. A WindowersionWinDump is available
(www.winpcap.org/windimp/).

Ping, NSLookup, Netstat, Traceroute

This is a set of standard UNIX network utilities. Versions of these utilities are included in Linux,
Windows, and OS X.

Iperf

Iperf (http://sourceforge.net/projects/iperf/) measures maximum TCP bandwidth, allowing the
tuning of various parameters and User Datagram Protocol (UDP) characteristics. Iperf reports
bandwidth, delay jitterand datagram los#IR recommends using Iperf version 2.0.5, available
for download at the above link.



http://www.wireshark.org/
http://sourceforge.net/projects/tcpdump
http://www.winpcap.org/windump/
http://sourceforge.net/projects/iperf/

Technical Specifications Manual

Hardware Configuration

Section Il. Hardware Configuration

This section provide®pologyguidance for printers an®VAPsIt also provides a reference for
hardware configurations that support Braille testing.

Connections betweerPrinters and Computers

Test Adminigiators can print test session information and approve stude@quests to print

stimuli or test items (for students with the priun-request accommodationNevertheless, to

maintaina secure test environmenthe Test Administrata2 & O 2 ¥hoiddbeSdhhected to

a single local or network printer in the testing ropamd onlyi KS ¢ Said ! RYAY A & NI
computer should have accessttmt printer.

Wireless Networking and Determining the Number of Wireless

Access Points

Wireless networking standards haggolved over the years, with the following being the most

commonly deployed:

1 802.11ac has a theoretical throughput of up to 1G bits per second.

1 802.11n has a throughput of up to 300M bits per second.

802.119g has a theoretical throughput of up to 54M Ipies second.

1 802.11b has a theoretical throughput of 11M bits per second.

The recommended number of devices supported by a single wireless connection depends on
the standard used for the connection. The two most common networking standards are
802.11g (54Naps) and 802.11n (300Mbpg)ables lists recommendations for network

topology in which the WAP provides 802.11g and the testing devices provide 802021H1n

or a mixture of the twoRefer to your WAP documentan for specific recommendations and
guidelines for these or other standards.

Table 5. Recommended Ratios of Devices to Wireless Access Points

Testing Device

Ratio of Devices to 802.11g WAP

Ratio of Devices to 802.11n WAP

802.11n

802.11g 20 40
802.11n 20 40
Mix of 802.11g and 20 401 50 (depending on the mix of

wireless cards used)

Recommendations for 802.11ac routers are under investigation.

10
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Regardless of the number of WAPSs, each should be configured to use WPA2/AES data
encrypton.

Hardware for Braille Testing

For information about Braille hardware and software requirements, refer toBtalle
Requirementslocument, which is available on tihtawal’Statewide Assessment Ryam
portal (@lohahsap.oryy

11
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Section lll. Software Configuration

This section describégw to configure theoperating systems and web browsdos online
testing

A Warning: Support for All Operating Systems on Devices Used for Testing

Operating systems that become available but do not appear on the Supported Browsers page
on the portal (alohahsap.oryjare not supported. Do not upgrade to new operating systems on
computers that will be used to administer online assessments without ensuring the updates
meet the required specifications.

Configuring Commercially Available Browsers

This section describes how to configure commercially availaloMdsrs(Chrome, Firefox,
Internet Explorer, and Safafgr online testing.

Enabling Pop-Up Windows

lLwQa aeaidsSya LINRPOARS AyTzNNlupJVWrﬂquﬂ'her‘éT&@,él
dza A

Sa
enablepopdzLd 6 AYyR2¢6a 2y (K24S 6S0 ONRGaSNA 3

3
y .
The following list describes how to enable pap windows on many browsers. If your browser

is not on this list, consult its user documentation.

Enabling Pop-Up Windows for All Domains

The following instructions enable pamp windows forall domains If yau prefer to limit popup
gAYR26a (2 2yfteée GK2asS O2YAy3d TNBRMingPopupQa R2YI A
Windows only for AIR domains

1 Chrome:Menu > Settings > Show advanced settings (at the bottom of¢heen) > Privacy
> Content Settings > Pagps >markAllow all sites to show popups.

1 Chrome browser on Android tabletdvVienu > Settings > Advanced > Content Settings >
Block popups >clear checkbox.

1 Firefox (Windows)Tools > Options > Content > cl&ock popup windows (Firefox on
OSX and Linux is similar.)

1 Internet Explorer:Internet Options > Privacy tab >eal TurnOn Pop-up Blocker
 iOS SafariSettings > Safari>Block Pdgi.Jd 0 (233t S (2 a2FF¢&¢ Y2RSOO®

9 Safari:Safari >learBlock PopUp Windaws.

12
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Enabling Pop-Up Windows only for AIR domains

YoucanallowpopzLd gAY R264& 2yfeé& FTNBY ! LwQa R2YFIAyad ¢Ff
enable domairspecific popup windows on many browsers. If your browser is not on this list,

consult its user docusmtation. The list of AIR domains to use in these instructions appears in
Appendix AURLs Provided by AIR

1 Chrome:Menu > Settings > Show advanced settings (at théobobf the screen) > Privacy
> Content Settings > Payps > clicManage ExceptionsEnter thedomain namesnd
selectAllow for each.

1 Chrome on Android tabletsN/A

1 Firefox:Tools > Options > Content > cliekceptions Enter domain names and selgdtow
for each.

1 Internet Explorer:Internet Options Privacy tab > Settingmter thedomain names and click
Addfor each.

9 Safariand iOS SafarN/A

Requirements for Flash

Some test items require Flashable6 liststhe requirements for installing Flash on the testing
computers.

Table 6. Flash Requirements

Browser Flash Requirement

Secure browser 8.0 and later Flash included in the browser. In addition,

consider installing your operating syst e mé s v
of Flash to increase reliability. Flash is available
from https://get.adobe.com/flashplayer/.

Secure browser 7.0 Install Flash for your operating system, or install
the Flash plug-in for the browser.

Commercial browser* with HTML5 Flash included in the browser, no need for
additional installation.

Commercial browser* before HTML5 Install Flash for your operating system, or install
the Flash plug-in for the browser.

*Commercial browsersd the versions of Internet Explorer, Firefox, Chrome, Safari, and mobile
browsers listed in the Online System Requirements.

13
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Optimal Installation Scenariofor Secure Browsers

TheSecure Browser Installation Manwidscribes several scenarios for installing secure
browser.Some scenarios describe how to install the secure browser into a shared network
folder, and students run the secure browser from that folder. This is arguably the fastest way to
deploy the secure browser in a testing environment, thdre aresome performance impacts.
Runningthe secure browsecreates competitionamong the student&lientsfor two resources:
LANbandwidthandshared disk driveThis performance impaatan be avoidedby installing the
secure browser locally on each mawi

Configuring Windows for Online Testing

This sectiordescribes how to configure Windows for online testing

Disabling Fast User Switching

Microsoft Windows(Vista, 7, 8.08.1, and 10K I & ! ZHNJ&{ig A G OKAal@vé TSI { dzN
more than one useto be logged in at the same time. This is a security risk because students

can potentially start a new Windows session during the test andhegesession to searcte

Internet for answersThe following sections describe how to disable Fast User Smgtébr

different versions of WindowgThere is no need to manually disable Fast User Switching on

Windows 10.)

14
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Disabling Fast User Switching in WindowsVista and 7
This section describes how to disable Fast User Switching under Windows Vista and Windows

Option A: Access the Group Policy Editor

The following procedure describes how to disaldst User Switching using the Group Policy
Editor. Some editions of Windows Vista do not support this configuration through the Group
Policy Editor; in such casesnfigureFast User Switching through the registry. See Opti@n
below for instructions.

| gpedit.msc| x |

1. ClickStart, typegpedit.msc in the search box ‘
The Local Group Policy Editor window appe

o~ = o N will N P N

2. Navigate ta.ocal Computer Policy > SR S —
Computer Configuration > Administrat ive eonMs@my
Templates > System > Logon

_ Logon

Select an item to view its description,  Setting

3. DoubleclickHide entry points for Fast User
Switching

5] mputer startup and logon
] Always use custom logon background

4. SelectEnabled and clickOK

o '\, Bitended / Standard
. . . 11 setting(9)
5. Close thd_ocalGroup Policyditorwindow.
A Hide entry points for Fast User Switching o o=
] Hide entry points for Fast User Switching ==

Not Configured ~ Comment:

@ Enabled

Disabled
Supported on: At east Windows Vista

15
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Option B: Access the Registry

The following procedure describes how to disafdst User Switching using the Windows
registry.

1.

ClickStart, typeregedit.exe in the Start
Searchdialog box, and predsnter.

| regedit.exe x |

-~ e 0 N w [V P e

Navigate toHKEY _LOCAL_MACHINESOFTWARE | * = = i =
Microsoft > Windows > CurrentVersion >

Policies > System.

Rightclick theSystemfolder.

Aick New, DWORD (38it) value.

IPURAMKEY. LOCAL MACHINEVSOPTWARE\MicrooftWindows

TypeHideFastUserSwitching ~ and press Enter.—
Edit DWORD (32-bit) Value (23w

Doubleclick theHideFastUserSwitchingalue.| value name:
Hide Fast LserSwitching

In the Value datafield, enter1. R Base

Qlick OK @ ) 2 e

Close the Registry Editor. [ ok || cancel

Disabling FastUser Switching in Windows8.0 and 8.1

The following procedure describes how to disaBéest User Switching under Windows 8.0 and

8.1.
1. Inthe Search charm, typgpedit.msc . Apps
Doubleclick the gpedit icon in the Apps
pane.The Local Group Policy Editor windo e —
opers.
- Logon

Navigate taComputer Configurati  on >
Administrative Templates > System >

Logon.

In the Setting pane, doublelickHide entry
points for Fast User Switching

16
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4. SeleCEnabledand then CliClOK L Hide entry points for Fast User Switching EL&J

BE] Hide entry points for Fast User Switching

Previous Setting | | Next Setting

Supported on:  p jeast Windows Vista

5. In the Search charntype run. The Run dialc
box opers.

Run Iél

g

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

q

6. Enter the commandpupdate /f orce into
the text box and then clic®K (Note the Open: | gpupdate /force M
space before the backslagh

oK l | Cancel | | Browse...

7. The commandvindow opers. When you se¢ | CAWindows\system32\gpupdate.exe - il
the message&omputer Policy update has i :
completed successfully , this will be your
notification thatWindowshassuccessfully
disabledFastUser Switching.
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Enabling Web Fonts in Internet Explorer 10 and 11

Some assessments have content that requires web fonts. The following procedure describes
how to enable web fonts ilnternet Explorer 1@r 11

To enable web fontsin Internet Expleer:

1. In Internet Explorer, opethe tools menu Internet Options Co e
and SEIGCtI nternet Optlons The Internet | General | Security |Privaq-' I Content | Connections | Programs | Advancedl
Optionsdialog box opens

Select a zone to view or change security settings.

. . Y P —
2. Click theSecuritytab. @ & v O
Internet  Localintranet Trusted sites  Restricted

3. Click theCustom Levebutton. The Securit Internet =
Settlng&-jlalog bo)opers @ This zone is for Internet websites, —

except those listed in trusted and
restricted zones,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
— - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)

(i customlevel... D[ Defauilt level ]

’ Reset all zones to default level ]

.jtj] Some settings are managed by your system administrator.

[ oK H Cancel ] Apply

4. Scroll toFont Download and markthe Security Settings - Internet Zone ==
Enableradio button. Settings

| Script ActiveX controls marked safe for scripting™ -

5. ClickOK The Security Settinglalog box _0 Deabe
closes © Prompt

3‘3 Downloads
e File download
() Disable

6. ClickOK The Internet Optiondialog box o e
Closes e Font download

() Disable

) Prompt
3‘3 E_nable .NET Framework setup
() Disable
@ Enable
Micrallanan e
4 m 3

*Takes effect after you restart your computer

Reset custom settings

Reset to: [Medium{default} v] [ Reset... ]

[ OK ] [ Cancel ]
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Installing Windows Media Pack for Windows 8.1 N and KN

Some versions of Windows 8.1 are not shipped with media software installed.easlf you
may need to install softwart enablestudents to listen to audio as well as watch videos.

Microsoft provides additional information as well as a download package for computers with
the following Windows 8.1 versions:

Windows 8.1 N
Windows 81 N/K with Bing

Windows 8.1 Enterprise N

= == =2 =2

Windows 8.1 Pro N
Windows 8.1 Pro N/K for EDU

AIR encourages downloading this software and ensuring it works with sample websites and
video and audio files prior to installing the Windows secure browser. Installaistructions
FNE LINPZJARSR 2y aAONRaz2fF0iQa R2gyf2FR LI 3So

Microsoft Resources:

9 About the Media Feature Pack for Windows 8.1 N and Windows 8.1 KN Editions: April 2014
(http://support.microsoft.om/kb/2929699/enus)

1 Download Media Feature Pafilr N and KN Versions of Windows 8.1
(http://www.microsoft.com/enus/download/details.aspx?id=42503)

Configuring ZoomText to Recanize the Secure Browser

ZoomText im magnification and screen reading softwahat you can use with the secure
browser. Use the following procedure to ensure ZoomText recognizes the secure browser.

1. If ZoomText is running, close it.

2. Inthe Windows Expter, go to the installation directory for your version of ZoomText. For
example, if you have ZoomText version 10.1:

0 Go toC:\ Program Files (x86) \ ZoomText 10.1 \ (Windows 64bit)
0 Go toC:\ Program Files \ZoomText 10.1 \ (Windows32-bit).

3. In atext editor, operthe file ZzoomTextConfig .xml .
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4. Search for line containing the2DPatch property, similar to the following:

<Property name="D2DPatch" value ="*~dwm,~firefox,~thunderbird"/>
5. Inthevaiue F GG NRAO6dzi ST I RR GKS LINBFAE F2NJ 82dzNJ ail

<Property n ame="D2DPatch" value
="* ~dwm,~firefox,~  azsecurebrowser,~thunderbird"/>

6. Save the file, and restart ZoomText.

Configuring Mac OS Xfor Online Testing

This section describes how to configlvlac OX for online testing.

Disabling Exposé orSpaces

Mac OSX 106 through10.11includes an Exposé oBpaces feature that allows running more
than one desktop session. This is a security risk s=atudents can potentially start a new
desktop session during the test, and ubat session to searctine Internet for answers. The
following procedure explains how to disalf&posé oSpaces on those versions of REYou
can disable Spaces quicklgrr the command line; seBisabling Spaces and Application
Launches from the Command Lifoe details.)

To disabldExposé oBpaces:

1. Choose Apple menuSystem Preferences . Finder File Edit View Go

About This Mac
Software Update...
App Store...

System Preferences...

2. QickKeyboard The Keyboard window
opens

Keyboard

3. Click tle Keyboard Shortcut®r Shortcuts
tab.

(Keybuard Shortcuts )
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4. For OX 10.6 do the following (otherwise

SKib 10 Sterb): 8 VExposé
P Fﬁ) = All windows

a. In the left panel, clicExposé & Space: - Application windows
The right panel lists the Exposé optio — Desktop

b. Inthe rght panel, clear all the
checkboxes.

5. For OX 10.7 and latero the following: ¥ Mission Control
S Move left a space

a. In the_ left pane_l, clchls_spn Control Move right a space
The right panelistsall Mission Control Switch to Desktop 1
options.

b. In the right panelclear the following
checkboxes

A Move left a space
A Move righta space

A Switch to Desktop 1

To reenableExposé oSpaces, follow stedk;5, and mark the boxes for spaces.

Disabling Application Launchesfrom Function Keys

When students use the secure browser for testing, the Test Delivery System conducts regular
checks to ensure that other applications are not open. These checks help maintain the integrity
of the secure test environment.

Starting with OX versions 10.6 and &t sme Mac computers arfactory configured to

launch iTunes and other applications fmgssinghe function keys (e.g., F8) on the keyboalfd.

a studentaccidentallypresses the function key, the secure browser assumes tfatédden
applicationisdzy Yy Ay 3 FyR LI dzaSa (GKS alddzRSytheudeofiSadd ¢
function keys to launchpplicatiors.

Thefollowinginstructions are based o®SX10.9 similarinstructionsapply for other versions
of OSX (You can disable applicatiorulaches quickly from the command line; sElee
following instructions are based on GSL0.9; similar instructions apply for other versions of
OSX. (You can disable application launches quickly from the command linBjsss®ing
Spaces and Application Launches from the Command Line
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To disable application launches from function keys:

1. Choose Apple menuSystem Preference L — T

[ <> || ShowAll | Q

Personal

2. In System Preferences, cli€skyboard The R @ & O
Keyboard window opens.

Mission Language Security Spotlight  Notifications
Control & Text

Hardware

o : - Q
CDs &DVDs  Displays Energy Mouse Trackpad  Print & Scan Sound
Saver

3. In the Keyboard window, matise all &,
F2, etc. keys as standard function keys

Text  Shortcuts  Input Sources |

Key Repeat Delay Until Repeat

If you need to launch iTunes or another N ‘

« “ Off Slow Fast Long Short
application, press the Fn key and then pres
the deSired funCtion key Th|S Combination ! @Use all F1, F2, etc. keys as standard function keys
launch the application. (Doing so while takit e e oy Press the Fn key to use the special
a test causes the secure browde pause the : : : :
test ) lgAdJust keyboard brightness in low light

Turn off when computer is not used for:

L

5 secs 10 secs 30 secs 1 min 5 mins Newver

E] Show Keyboard & Character Viewers in menu bar

Disabling Updates toThird -Party Apps

Updates to hird-party apps may include components that compromise the testing
environment.This section describes how to disabjedates to thirdparty apps

The following istructions are based on O§10.9; similar instructions apply for other versions
of OSX.
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To disablaipdates to thirdparty apps

The App Store keeps OS X and apps from the App Store up to date.

1. Loginil 2 GKS &aGdzRSyi( Qe ﬂ
" J
2. Choose Apple menuSystem Preferences =~ ¥Automatically check for updates
B Download newly available updates in the background
TheSystem Preferencegialog box opens. o ; g

Install app updates
E] Install system data files and security updates

3. dickApp Sobre. TheApp Storewindow
opens.

Automatically download apps purchased on other Macs

4. Mark Automatically check for updates

5. ClearDownload newly available updates
the background

6. Clearlnstall appupdates

7. MarkInstall system data files and securit'
updates

Disabling Updates to iTunes

Updates to iTunes may be incompatible wiitle secure browser. This section describes how to
disable updates to iTunes.

The following instructions are based on ®30.9; similar instructions apply for other versions
of OSX.

To disablaipdates to iTunes

. % % A ~v A /4 > Ad d Prefi
1. Lognu 2 0UKS audzZRSyuQe
SPNE
. General Playback Sharing Store Parental Devices | Advanced
2. StartiTunes
iTunes Media folder location
y JUsers/testeradmin /Music/iTunes/iTunes Media Change...
3. SelectTunes > Preferetes.
Reset
@ Keep iTunes Media folder organized
4 Under theAdVarCed tab Clearcheck for Places files into album and artist folders, and names the files based on
) 1 the disc number, track number, and the song title.
new software updates automatically B Copy fies to Tunes Media folder when adding to library
. Reset all dialog warnings: | Reset warnings
5. ClickOK
Reset iTunes Store cache: Reset cache

Keep MiniPlayer on top of all other windows

Keep movie window on top of all other windows

Check for new software updates automatically

( ? ) Cancel [ OK |
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Disabling Look-Up Gesture

OSX versions 10.7 and later include a lagkgesture; highgjhting a word and then tapping
with three fingers on the trackpad displays a dictionary for the highlighted defdature that
can compomise testing securityThis section describes how to disabile lookup gesture

The following instructions are based OSX 10.9; similar instructions apply for other versions
of OSX.

To disablghe lookup gesture

1. Choose Apple menuSystem Preferences Scroll & Z¢

2. ClickTrackpad TheTrackpadvindow

opens. lg Tap to click

Tap with one finger

3. Click thePoint and Clickab. o Secondary click

Click or tap with two fingers v

4. Clear theLook upcheckbox.
Look up

Tap with three fingers

Three finger drag
Move with three fingers

Disabling Display of Notification Center

OSX version 10.10 and later include Notification Center, which displays system information
when swiping to the left with two fingers from the right edge of the trackpad. Depending on its
contents Notification Center canomnpromise testing securityThis section describes how to
disablethe gesture for displaying Notification Center

The following instructions are based on ®3010; similar instructions apply fdater versions
of OSX.

To disablgéhe gesture for displagg Notification Center

1. Choose Apple menuSystem Preferences Swipe between pages
Seroll kaft or right with two fingars

2. ClickTrackpad TheTrackpadvindow

opens. Ewipe between full-screen apps

Swipe el or right with three | ors

3. Click theMore Gesturegab. Nobification Center
. . Swipa left from the right edge with twa Tingears
4. Clear theNotification Centercheckbox.

24



Technical Specifications Manual Software Configuration

Disabling Spaces and Application Launches from the Command Line

The section®isablindgExposé ofSpacesnd DisablingApplication Launchesom Function Keys
describe how to configure OSthrough the desktop. This section describes how to perform
those configurations from the command line, which can be faster than working through the
desktop. To perform this task, you need to be familiar with loggirig @SX machines through
Terminal or other terminal emulator.

Todisable spaces and applicati@uhchedrom the command line:
1. Log in to the machinas the user that runs the secure browser

2. Enter the following commands:

defaults write com.apple.symbolichotkeys AppleSymbolicHotKeys -dict -add 79

"{enabled = 0; value = {parameters = (65535,123, 262144) ; type = standard; }; }"

defaults write com.apple.symbolichotkeys AppleSymbolicHotKeys - dict -add 80

"{enabled = 0; value = { parameters = (65535, 123, 393216); type = 'standard’; };

}ll

defaults write com.apple.symbolichotkeys AppleSymbolicHotKeys -dict -add 81
"{enabled = 0; value = { parameters = (65535, 124, 262144); type = 'standard'; };

}ll

defaults write com.apple.symbolichotkeys AppleSymbolicHotKeys - dict -add 82

"{enabled = 0; value = { parameters = (65535, 124, 393216); type = 'standard’; };
}ll

E]} ‘ TIP You can paste these lines into a text file, and run the file from the command line.
These commands modify the fiteLibrary/  Preferences/
com.apple.symbolichotkeys.plist
3. If you logged in to a computer running &9.08.5or later, log out and then logack in.

If you need to restore Spaces and the default application launchers, repeatisf@pis step2,
changeenabled =0 to enabled =1
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Disabling Spaces and Application Launches on Remote Machines

The section®isablindgExposé oSpacesDisablingApplication Launcheom Function Keys
andDisabling Spaces and Application Launches from the Commanddsicibe procedures

for configuringa secure test environmenh OSX. This configuration is stored in the file
~/Library/  Preferences/ com.apple.symbolichotkeys.plist . If you have many O% testing
machines, it may be ess to push this file to those machines instead of configuring each one
individually.

You can push the configuration file to remote machines using a variety of tools, suah as t
following:

File Distributor
Apple@ Active Directory Client and Directory Utility
Apple@ Open Directory and Profile Manager

Centrify & PowerBrokers ldentity Enterprise

= == = =2 =

Apple Remote Desktop
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Preparing to Install Secure Browser 8.0 on OS X 10.11

When irstallinga new copyof Secure Browser 8.0 on &S0.11 (El Capitan), Gatekeeper

indicates the program is from an unidentified source. This is because Gatekeeper does not
NEO23IyAT S (GKS aSOdzaNBE oNRgaSNRa | LILIXiyOFGAz2y aAa
settings prior to the installation, and then reset the settings after the installa(i@atekeeper

R2Sa NBO23yAlT S (KS aSOdz2NB apyadingts Setuge Browsard | £ f |
8.0 on OX 10.11, so you do not need to perform this progediwhen upgrading.)

To prepare O 10.11 for installing Secure Browser 8.0:

1. OpenSystem Preferences
2. ChooseSecurity and Privacy
3. UnderGenera] click the lock and type your password to enable changes.

4. UnderAllow apps downloaded fromchooseAnywhere and chooseAllow From Anywhere
in the confirmation message.

Q@

"6 Il . FlleVault Firowa Privacy

A login password has been seot for this user  Change Password
3 Roquire password S minutes B after sleep or screen saver begns
= 9
Show a message when the screen Is iocked

3 Disabile automatic kogin

Alow apps downlcaded from:

Mac App Store

Mac App Store and identified developars Choose AnyWhere
O Syntace to install
secure browser 8.0
on OS X 10.11

Ll Cickhe lock 10 prevent further changes Advanced

5. Install the secure browser. Detailed installation instructions are available iBakhare
Browser Installation Manual

6. After installing the secure browser, restore your security settings.
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Configuring Linux for Online Testing

This section describes how to configliieuxfor online testing.

Adding Verdana Font

Sometestshave content that requires the Verdana TrueType font. Therefore, ensure that
Verdana is installed on Linux machines useddsting. The easiest way to do this is to install
the Microsoft core fonts package for your distribution.

f Fedora, Red Hat,andopenSwSE2 f f 26 (GKS adSLla Ay GKS al 2¢ 0
following websitehttp://corefonts.sourceforge.net/

1 Ubuntur In a terminal window, enter the following command to install the msttcorefonts
package:

sudo apt - get install msttcorefonts

Adding Flash

If your distributionor web browserdoes not come with Flaslyou need ¢ install it. See your
RAGGNARAOdzGA2Y Qa R20dzYSyidlFGAz2zy F2NJ RSOGFAT aod
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Configuring Mobile Devices

This sectiordescribes how to configure mobile devices for online testing

Configuring for Guided Access on iOS

Guided Access restricts the iOS to a single egipdin and prevents taking screenshots. This
ensures a secure test environmeYou may want to use Single App mode, which is easier to
enable and activate than Guided Access; for more details about this configuration, see
Configuring Using Autonomous Single App Mpde

The procedure in this section ordgyablesGuided Access; tactivate Guided Accessefore a
test, see theGuide to Navigating the Online HSAP Administration

Toconfigure forGuided Access:

1. TapSetings 4 )

2. Navigate to General > Accessibility > s e ————
Learning, and turn ofuided Access Y ——
o wiFi ARGECCHIIN Ovied Access @
3. Set the passcode for Guided Access. (Te | ki sueton on | lowssouio oot st :
Administrators use this passcode to Do Not Disturb
deactivate Guided Access after a test.) (& wotitications et Passcode
T a1 Cuided Access
a. TapSet Passcode K sounds —
fdl Brightness & Wallp T
b. Enter a passcode. &l pieture Frame o
ﬁ Privacy
c. Confirm the passme. & icloud

)} Mail, Contacts, Cal

4. Save the passcode in a safe place. There | "
no ability to retrieve a forgotten passcode & ™

u Messages
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5. On devices with iOS 7 or later, disable Figure 1. Keyboard Settings for iOS 8.1 (other
keyboard functions by doing the following versions of iOS are similar)

a. UnderSettings tap General>Keyboard Auto-Capitalization

b. Turn offall settings. Auto-Correction

Enable Caps Lock
Predictive
Split Keyboard

“.” Shortcut

Configuring Using Autonomous Single App Mode

If you have iOS tablets running versiof @t higher, and if you have separateMac computer
runningOS Xersion 10.10 ohigher, then you can use Autonomous Single App Mode (ASAM)

to quickly create a secure testing environment on all iResigl for testing(Tablets running a
version earlier than 4 require Guided Accesdor details about this configuration, see

Configuring foiGuided Access on iQ€ompared to Guided Access, ASAM requires less time to
prepare for test sessions; there is no need to activate Guided Access on each iPad before each
test session.

Overview of AutonomousSingle App Mode and the Secure Testing Environment

To managenultiple iPads using ASAM, you neteddo the following:

Step 1: Creating a Mobile Device Management Profile

Step2 (Required: Restricting Features in iOS 8.tr3ater

Step 3: Creating a Supervisory Profile

Step4: Placing iPads in Autonomous Single App Mode

After completing thee three steps, each time a student starts a test, the iPad enters ASAM and
the test environment is secure.
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Step 1: Creating a Mobile Device Management Profile

The first step in provisioning iPads with ASAM is to create an MDM prafiygarofile with
default settingsis compatiblewith the secure browsemiHowever, you may wish to restrict
certain features irdevices withOS 8.1.3r later (seeStep2 (Required: Restricting Features in
iI0S 8.1.3r later). Deploythe profile to a host that the iPads can access.

Creating an MDM profile is beyond the scope of this specification manual. The following
references provide introductory information:

M IT in the Classroonavailable ahttps://www.apple.com/education/it/mdm/.

1 Apple Configurator He]@available ahttps://help.apple.com/configurator/mac/2.0/

1 Protip: Use OS X Server Profile Manager for [VidMdlable at
http://www.techrepublic.com/article/protip-use-os-x-serverprofile-managesfor-mdm/.

Step2 (Required): Restricting Features in iOS 8.1.3r later

Youmustrestrict featuresin superviseddevices withOS 8.1.3r laterthat may give students
an unfairtestingadvantage, including the dictionargredictive keyboard, spell checluto-
correcton, and share selected text.

““91 | Note: The current version of Apple Configurator does not allow you to restrict these features.
You must use a third-party MDM solution such as Casper or AirWatch to create a profile that
implements these restrictions.

To restrictfeatures in iOS 8.1& later.

1 Inthe Custom &tings section of the MDM solution, insert the profile key for eatkhe
followingfeatureslisted inTable?.

Table 7. Profile Keys for Features in iOS 8.1.3 or Later

Feature Profile Key Value

Dictionary, Share Selected <key>allowDefinitionLookup False

Text* </key>

Predictive Keyboard <key>allowPredictiveKeyboa False
rd</key>

Spell Check <key>allowSpellCheck</key> False

Auto-Correction <key>allowAutoCorrection</ False
key>

*Share Sele&d Text is available in iOS 9.2. Disabling Dictionary also disables this feature.
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predictive keyboard, and spell check are similar.

<dict>
<key>allowAutoCorre ction</key>
<false />
<key>PayloadDisplayName</key>
<string>Restrictions</string>
<key>PayloadDescription</key>
<string>RestrictionSettings</string>
<key>Payloadldentifier</key>
<string>31eb53ac - 3a08- 46f7 - 8a0a- 82e872382e15.Restrictions</string>
<key>PayloadOrganization</key>
<string></string>
<key>PayloadType</key>
<string>com.apple.applicationaccess</string>
<key>PayloadUUID</key>
<string>56199b2c - 374d- 4152- bc50- 166d21fa9152</string>
<key>PayloadVersion</key>
<integer>1</integer>

</dict>
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Step 3: Creating a Supervisory Profile
To create a supervisory profile:

1. On a Macomputer running OS X0.10, download and install Apple Configurator from the
Mac App Store. When the installation completes, open Apple Configurator.

2. ClickPrepare thenSettings. The Settings window appears.

Figure 2. Settings Window in Apple Configurator

Apps Setup

Name: Garden Elementary School

Mumber sequentially starting at 1

Supervision: m:| Organization Info...

Allow devices to connect to other Macs

Update i05: When update is available

Restore: Don't restore backup E

LI v [ Secure Browser Profile

B + — [
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Click+ below the Profiles list and sele€reateNew ProfileX. A configuration window
appears.

o [=

) & D @

) q};

18 o

General
Mandatory

Passcode
Mot configured

Restrictions
Mot configured

Glebal HTTP Proxy
Mot cenfigured

Content Filter
Mot configured

Domains
Mot configured

Wi-Fi
Mot cenfigured

VPN

Mot configured

AirPlay

Mot configured

AirPrint

General

Name
Display name of the profile (shown on the device)

Secure Browser Profile

Organization
Mame of the organization for the profile

Description
Brief explanation of the contents or purpose of the profile

Consent Message
A message that will be displayed during profile installation

cancel | (SEEIEHN

In the Generalsection, in theNamefield, enter a name fothe profile.

In the Restrictionssection, clickConfigure A list of restrictions appears.

Make any required changes to the restrictions, or retain the default settings.

ClickSave You return to the Settings tab, and the profile appears in the Proiies |

ClickZ to export the profile to the Mac.

Creation of the supervisory profile is complete.
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Step4: Placing iPads in Autonomous Single App Mode

m> TIP: Installing on multiple iPads at once Before starting this procedure, connect the iPads to
the Mac through a USB hub. That way you can perform the installation on many of them at one
time.

To install the MDM profile, supervisory profile, and secure browser:

1. On the Mac where you performestey 3: Creating a Supervisory Profitgoen the Apple
Configurator.

2. From theApple Configuratomenu, selecPreferences ThePreferencesvindow opens.

@ Preferences

O

General Lock Screen

When a supervised device is connected:

Automatically refresh

When a supervised device is refreshed:

Hemove apps and profiles Configurator did not install
Play sound on completion: = Mone ﬁ

Reset all dialog warnings: Reset Warnings ?

3. UnderGeneral clear theAutomatically refreshand Remove apps and profiles
Configurator did not instalcheckboxes.

s

Close tle Preferencesvindow.

o

Back in Apple Configurator, clikepare thenSettings The Settings window appears (see
Figure?).

6. In theNamefield, enter a name to apply to the iPads.

~

Optional:Mark theNumber sequentidly starting at1 checkbox. This adds a number to

SIOK Atl RQa yIYSd C2NJ SEFYLX S AF¥ GKS bl YS
iPadsare connected, each device receives the na@aeden Elementary School 1, Garden

Elementary School 2, andGarden Elementary School 3.

o

SetSupervisioo On.

35



Technical Specifications Manual Software Configuration

9. Clickh NHI y A1 | THe@rganitagom Bfdvindow appears.

10.In theNamefield, enterHsArand then clickbone TheOrganization Infowindow closes.

11.1f the profie you created irStep 3: Creating a Supervisory Proftlees not appear in the
Profiles list, import it by doing the following:

a. Click+below the Profiles list and selelshport ProfileX.

b. Navigate to the profilegu saved in ste@ on page34, and then clickOpen
12.Mark the checkbox for the profile you want to prepare onto the iPads Ksgere?).
13.ConnecteachiPad to the Mawia a USB cable USB hub
14.0n each connected iPad, uninstall any existing versions of the secure browser.

15.In the Apple Configurator, under the Prepare tab, diicépareat the bottom of the
window. A confirmatio message appears.
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